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Privacy notice — how the school uses pupil information

What is a privacy notice?

There is a law that keeps your information safe — things like your address, date of
birth and phone number. The school and other people collect and use information for
all kinds of reasons, and the law tells them exactly what they are allowed to do with
information that belongs to you.

We collect some information about our pupils, like you. It's our job to tell you how we
collect the information, how we record it and how we use it.

In this notice, you will see different names or terms used that you may not be familiar
with, such as:

e Data controller: This person (or group of people, like a school) is in charge of
the information we collect.

e Data processor: This person processes information for us.

e Data protection officer (DPO): This person makes sure we do everything the
law says. The school’s DPO is Nicola Cook from SchoolsDPO. She can be
contacted on nicola@schoolsdpo.com

e Personal data: This means any information that can be used to identify you,
such as your address and date of birth.

e Special category data: This is personal data that needs more protection
because it is sensitive.

Who looks after your information?

The school is the data controller of the personal information you give to us — we look
at how and why your information is collected and used.

Sometimes the school has to give your information to other people, such as the
government, but we will only give away your information when you say it is ok or
when we have a lawful reason to do so. When we give your data to someone else,
they must look after it and keep it safe.

What information do we collect and use?

The categories of information that the school collects and uses include the following:

e Personal information that can identify you — this includes information like your
name, contact details and address
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Characteristics — this includes information like what language you speak and your
ethnicity

Safeguarding information — this includes important information that helps us to keep
you safe from harm

Special educational needs and disabilities — this includes information about any
additional needs you have that we need to support you with

Medical information — this includes information about your health and any medical
conditions you have that we need to know about to keep you safe

Attendance information — this includes information about your attendance at school,
how many times you have missed school, and why you could not come to school
Your assessment information — this includes information about any tests you take
at school

Behavioural information — this includes information about any time you have been
excluded from school and why

We may also need to hold information about you when organising and managing the
following:

Trips and activities

Free School Meal management

Catering

Identity authentication — so we know we are giving the right people the right things

Why do we collect and use your information?

We collect and use your information for the following reasons:

To support your learning

To monitor and report on your progress

To provide appropriate support

To assess the quality of our service

To comply with the law regarding data sharing
To keep you safe

The data protection law says that the personal information we hold about you must:

Be used lawfully, fairly and in a transparent way, which means we must make sure
you accept and are clear about what we hold and why we hold it

Only collected and used for the specific, explicit and legitimate purpose they have
been collected for and not used for any other purposes

Only contain what is nheeded for the purpose

Be accurate and up to date — this is why it is important we know when things change,
such as your address

Only be kept as long as necessary, so we archive your personal information when
you move to another school or delete information held for activities, such as trips,
when they have taken place

Be kept safe and secure, using appropriate technical and/or school measure. This
may include password protection on electronic devices or lockable storage

We will only collect your information when we have a good reason to do so in line
with the law — this is known as having a lawful basis to use data. We may:
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Use your information under a task performed in the public interest where it relates to

your educational progression

Use your information under Article 6 of the General Data Protection Regulation

(GDPR) to carry out our official function (public task)

Use your information classed as Special Category Data, for example health, medical,

ethnicity etc under Article 9 of the General Data Protection Regulation (GDPR) to

carry out tasks in the public interest

Use photographs or videos, but only after gaining consent

Use your medical data, which is processed under a legal obligation (Children and

Families Act 2014 which includes a duty on schools to support children with medical

conditions)

Use your information for tasks in the public interest, for example for child protection

purposes, equal opportunities monitoring or where otherwise allowed by law, such as

the censuses we complete each term

Use your information to comply with a law, such as:

o The Equality Act 2010, which says we must make reasonable adjustments to
make sure children and young people with a disability are not put at a
disadvantage compared with their peers

o The Education Act 2002, which says how governors must promote the wellbeing
and safeguarding of pupils

o The Children Act 1989 says anyone with the care of a child must do all that they
can in the circumstances to keep the child safe

o The Education Act 1996 which relates to attendance

Examples of Special Category Data include:

Personal data revealing racial or ethnic origin
Personal data revealing religious beliefs
Genetic data

Biometric data

Health

For special category data, we also rely on the following conditions under Article 9 of
the UK GDPR:

Explicit consent — your or your parents/carers have said yes, and have a clear
understanding of what you or they are saying yes to

Employment, social security and social protection (if authorised by law)

Vital interests - processing is necessary to protect someone’s life

Not-for-profit bodies — organisations who do not make money from having your
information

Made public by the data subject

Legal claims or judicial acts

Reasons of substantial public interest (with a basis in law)

Health or social care

Public health (with a basis in law)

Archiving, research and statistics (with a basis in law)

How do we collect your information?
These are the ways we collect your information:

School registration forms

Information sent from your old school (sometimes called a common transfer file)
Forms sent to school from your parents, ie consent for activities/trips

Online forms
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Collecting and using your information is really important to make sure the school can
run properly. You must give us most of the information we need, but there is some
information that you can choose whether to give it to us. We will let you know when
we collect your information whether you need to provide the information to us or if
you have a choice.

How long will we keep your information and how do we keep it
safe?

We do not keep your information forever, only for as long as we need it. We have
rules that tell us when to keep it and when we should safely delete it. You can ask us
for these details if you want to.

We also have rules in place to make sure we keep your information safe.

If your information is stored on a computer or other electronic device, a password will
be required to access it. If your information is on paper, such as test papers
perhaps, these are kept in locked cabinets, cupboards or drawers. We make sure
information about you is not left lying around and only put photographs or your name
on displays if we have gained your or your parent/carer's consent. Where we can,
we enable electronic devices to allow the remote blocking or deletion of data in case
of theft. This means, we can use another computer to stop your information being
shared.

Will your information be shared?

We normally share your information with:

e The local authority (LA) — this is the local government who helps the school
The Department for Education (DfE) — this is the part of the government in charge of
education

e Schools that you go to after leaving us
Support services such Educational Psychologists, school nursing team, tutors

¢ Administrative support services, for example, our management information system
(where we store your information), our payment system (where your parent pays for
school dinners and trips/activities)

e Curriculum support services, for example, Tapestry, Nessy etc.

There is a list of providers we share your information with on our website.

Why do we share your information?

We do not share your information with anyone without your permission, unless the
law and our rules say we can or should.

We will only share your name, address and date of birth, but if your parents or the
person who looks after you gives their permission, we may share other relevant
information. When you turn 16, it is up to you whether you want to share this
information.
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Department for Education (DfE)
The school needs to share certain information with the DfE to make sure we meet
certain laws, including:

e Section 3 of The Education (Information About Individual Pupils) (England)
Regulations 2013

All information we share with the DfE is given to them safely and kept by the DfE
under strict safety rules.

How does the government use your information?

The pupil information that we need to share with the DfE:

e Makes sure our school can get the money it is entitled to.

¢ Helps the government to create rules for schools.

e Helps the government to research future rules that may need to be put in place for
schools.

To find out more about why we need to give the DfE your information, follow this link:
https://www.gov.uk/education/data-collection-and-censuses-for-schools.
The National Pupil Database (NPD)

A lot of the data you give to us goes on to be stored on the NPD.

This database is looked after by the DfE and has information about pupils in schools
in England.

You can find out more about the NPD by following this link:
https://www.qgov.uk/quidance/how-to-access-department-for-education-dfe-data-
extracts.

Sharing by the DfE

The DfE is legally allowed to share your personal information with certain individuals
and organisations, including the following:

Schools

LAs

Researchers

Organisations that support your wellbeing
Other parts of the government

People that fight crime

For more information about how the DfE collects and shares pupil information, you
can look at the information in the following two links:

e https://www.gov.uk/guidance/data-protection-how-we-collect-and-share-research-data
6
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e https://www.gov.uk/government/publications/dfe-external-data-shares

How to find out what personal information the DfE holds about you

You are legally allowed to ask the DfE what personal information it holds about you.
You have the right to ask the DfE:

e If it uses your personal information.

e What information it holds about you.

¢ Why your information is held and who it might be shared with.
e For a copy of your personal data and any details of its source.

You can find out more about this by following this link:
https://www.gov.uk/government/organisations/department-for-
education/about/personal-information-charter

You can also contact the DfE directly using its online contact form by following this
link: https://www.gov.uk/contact-dfe.

What are your rights?

You and your parents or legal guardians have the right to:

Be told how we use your information.

Ask to see the information we hold.

Ask us to change information you think is wrong.

Ask us to remove information when it is not needed anymore.

Ask us to only use your information in certain ways.

Tell us you don’t want your information to be processed.

Say no to direct marketing (people trying to sell you things).

Stop people using your information for scientific, research or statistical purposes.

You also have the right not to be subject to decisions based purely on automated
processing. This means that we will not make important decisions about you and
your education based only on what a computer tells us. We will always think carefully
about these decisions to make sure you are treated fairly.

If the information we are collecting is information that you can choose not to give, you
can tell us to stop collecting it at any time.

If you're worried about how we get and use your information, you can speak to Mrs
Moir at the school, who will be able to help you and answer any questions that you
have. If you want to speak to somebody not at the school, you can contact the people
who look after information, called the Information Commissioner’s Office (ICO), on
0303 123 1113 or using their live chat_which can be accessed through this link:
https://ico.org.uk/global/contact-us/live-chat
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Would you like to know more?

If you or your parents would like to find out more information about how we and/or
the DfE collect, use and store your personal information, please visit our website by
clicking here.

Will you need to read this again?

Sometimes we need to change this privacy notice, so it is important that you take a
look every now and then to make sure you are happy with it.

The last time we changed this privacy notice was 18 October 2022.

Four important things to understand

Now you have read this, we hope you understand that:

The law allows us to get and use your information to help us do our job.

We may share your information with others, but only when we really need to.

We will ask for your permission to share your information whenever you have a
choice.

You can tell us not to share your information, even when you have said yes before.

If you have any questions, Mrs Moir will be happy to help you.
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